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K N K   Information Security Policy Statement K N K 

 

THE PURPOSE OF THE POLICY IS TO PROTECT THE KNK INFORMATION ASSETS FROM ALL THREATS, WHETHER INTERNAL 

OR EXTERNAL, DELIBERATE OR ACCIDENTAL. 
 

THE OPERATIONS DIRECTOR HAS ACCEPTED THE INFORMATION SECURITY POLICY DOCUMENTATION. THE RISK MANAGER 
HAS APPROVED THE INFORMATION SECURITY POLICY DOCUMENTATION. THE OPEERATIONS DIRECTOR DELEGATES THE 

ROLE OF SECURITY IMPLEMENTATION TO THE INFORMATION SECURITY MANAGER (ISM) AND RISK MANAGER (RM). 
 

KNK ENSURES THAT: 
 

A. CONFIDENTIALITY OF INFORMATION IS ASSURED 

B. INTEGRITY OF INFORMATION AND SERVICE IS MAINTAINED 
C. AVAILABILITY OF INFORMATION AND SERVICE IS MAINTAINED 

D. INFORMATION IS PROTECTED AGAINST UNAUTHORISED ACCESS 
E. AUTHENTICATION ENSURES ONLY AUTHORISED USER ACCESS 

F. REGULATORY AND LEGISLATIVE REQUIREMENTS ARE MET 
G. BUSINESS CONTINUITY PLANS ARE PRODUCED, MAINTAINED AND TESTED 

H. INFORMATION SECURITY TRAINING IS AVAILABLE TO ALL STAFF 
I. ALL BREACHES OF INFORMATION SECURITY, ACTUAL OR SUSPECTED, ARE REPORTED T0, AND INVESTIGATED BY 

THE ISM & RM 

J. VALUABLE OR SENSITIVE INFORMATION IS PROTECTED FROM UNAUTHORISED DISCLOSURE OR INTELLIGIBLE 
INTERRUPTION. 

K. ACCURACY AND COMPLETENESS OF INFORMATION IS SAFEGUARDED BY PROTECTING AGAINST UNAUTHORISED 
MODIFICATION. 

� THIS APPLIES TO RECORD KEEPING AND MOST CONTROLS WILL ALREADY BE IN PLACE; IT 
INCLUDES THE REQUIREMENTS OF LEGISLATION SUCH AS THE COMPANIES ACT AND THE 

DATA PROTECTION ACT. 
� THIS WILL ENSURE THAT INFORMATION AND VITAL SERVICES ARE AVAILABLE TO USERS 

WHEN AND WHERE THEY NEED THEM. 

L. POLICIES AND PROCEDURES TO SUPPORT THIS POLICY DOCUMENT ARE DOCUMENTED IN GSPOO1 & SOPOl. 
M. BUSINESS REQUIREMENTS FOR AVAILABILITY OF INFORMATION AND INFORMATION SYSTEMS ARE MET. 
N. THE INFORMATION SECURITY MANAGER (ISM) HAS DIRECT RESPONSIBILITY FOR MAINTAINING THE POLICY AND 

PROVIDING ADVICE AND GUIDANCE ON ITS IMPLEMENTATION. 

O. THE INFORMATION SECURITY GROUP (ISG) COMPRISING THE SENIOR MANAGEMENT TEAM (SMT) HAS AGREED ANY 
CHANGES TO THIS POLICY AND/OR SYSTEM AND THE RISK MANAGER HAS AUTHORISED ANY CHANGES TO THIS 

POLICY AND/OR SYSTEM. 
P. ANY CHANGES TO THE NETWORK, SYSTEM, INTERNAL AND EXTERNAL CONNECTIONS TO THE SYSTEM, PRODUCTS 

USED WITHIN THE SYSTEM, SYSTEM OPERATING PROCEDURES MUST BE AGREED WITH THE ISG AND APPROVED BY 

THE RISK MANAGER.    
Q. ALL MANAGERS ARE DIRECTLY RESPONSIBLE FOR IMPLEMENTING THE POLICY WITHIN THEIR BUSINESS AREAS, 

AND FOR ADHERENCE BY THEIR STAFF. 
R. EACH MEMBER OF STAFF UNDERSTANDS THEY ARE RESPONSIBLE FOR ADHEREING TO THE POLICY. 

S. AN ASSESSMENT OF THE SECURITY MEASURES REQUIRED TO PROTECT ASSETS HAS BEEN CONDUCTED AND 
DOCUMENTED. THIS INCLUDES ANY BUSINESS DOMAIN, RISK ASSESSMENT AND AN ASSURANCE LEVEL 

REQUIREMENT. ANY USE OF THE KNK SYSTEM OR ITS DATA OUTSIDE THE UK MAINLAND MUST BE REFERRED TO 
AND AGREED BY THE RISK MANAGER. 

T. THIS INFORMATION SECURITY POLICY DOCUMENT WILL BE REVIEWED BI-ANNUALLY BY THE INFORMATION 

SECURITY MANAGER AND THE RISK MANAGER, FROM THE DATE OF APPROVAL AND COMPLETE SIGNATORIES 

 

 
Signature Date 

 
  

Operations Director     1 May 2009 

General Manager 
                       

   1 May 2009 

Quality/Environmental Mgr 
                    

   1 May 2009 

Supply Chain/Partnering Mgr 
    1 May 2009 


